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Abstract

The research aims to analyze the personality of the cyber hacker using the theory of the big five personality
factors and to consider its association with types of cyber-attacks. This is done by remote personality analysis using IBM's
personality analysis program. The sample was taken from the cyber-criminal records of the attackers classified by the
global site Zone-H. The sample was selected based on the availability of temporal and spatial documentation of ten
hacking operations and the existence of a public account on Twitter using English or Spanish languages for each member
of the sample. Therefore, (10) hackers were selected. The study resulted from the existence of a positive correlation
between the number of general attacks and the characteristic of self-expression, and the existence of a negative correlation
between the number of general attacks and the affirmation characteristic. There was a negative correlation between the
complete distortion of sites and the feature of affirmation and the characteristic of self-construction, and the existence of a
positive correlation between it and the characteristic of self-expression. The study showed that there is a positive
correlation between targeting important sites and the personality factor open to experience, and the existence of a negative
correlation between targeting important sites and the stress-prone trait. There was a positive correlation between the
attribute of pursuit of achievement and the number of times government websites were hacked, and the existence of a
negative correlation between it and the trait of self-awareness. The significance of the results is shown in enhancing
cybersecurity by mapping the personality of the cyber hacker and predicting his severity. The researcher faced challenges
in providing the appropriate number of sample. The research recommends shedding light on extremism and cyber fraud, as
well as the use of technology in the development of psychoanalytic software that analyzes criminal behavior cyber.
Key Words: Cyber Hacker — Big Five Personality — Personality Assessment - Cyber Attacks
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