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Abstract

Face recognition systems have gained wider acceptance rate in the security applications like the Broader Agencytireviadfyidgals. With

the huge developments of the digital technology, photographs are used in the recognition process rather than the originathanMativated

by this concept, this project mainly aims in developing a photograph based recognition sys@etoeptdnput in the form of image and tried

to perform the recognition process based on thjgutimage. In this projedEigenface algorithm issed to recognise the human fadessed on

the presentednput image. Through questionnaire, the need and the importan¢hi®photograph recognition system is being identified. The
design and the development of this photograph recognition systerdone such that it is applicable for medical, immigration and the police]

applications. The effectiveness of this developed sysedentified through proper testing methods.

KeywordsFace recognition systems, Eigen faces, Questioniiotographs

Chapter 1 Introduction

1.1 Introduction

With the drastic developments in the digital technology, digtial cameras have evolved to a greater level and are al&elyeusgdvby the
people. Also the high utilization of social networking sites like famerbade people to take photograph to a great extent and to share them witl}
the other people. Using the present technatag digital cameras high clgriphotograpls can be obtained through which the facial features of
the individualxan be easily ideffiéd. These photograptare not only used to share with the friends and relatives, they are also being used f
the purpose of recognizing criminals. Because of the huge increase of criminal activity it has become very crucialdeaieiglo@chanism
which can identify the convicts not only based on the actual face but also based on the photd¢napha,{N; 2014Photograph recognition

system is the system that can be used for the security application to recognize the required person baspdatagtephs.

This photograph recognition system can not only used in recognizing the criminal but also used for the authenticatian parpuss of the
secure locatioaconsistof CCTVs, they will be able to collect the images of any criminal activity in a clear manner. The use of current techr]
in this CCTV can further help in obtaining high clarity photograph. This photograph will be stored in the database aiseédidlirbcognize the
actual culprit. In the authentication systems a photograph sample will be stored in the database and when a person eeedsaotibated;

his facials features will be compared with those present in the photograph. When there istgibelaveen these features the user will be
authenticated otherwise the user will not be unauthenticated (JRegVang, 2008). The successful working of this photograph recognition systq
can make it to be used in highly sensitive applications like biomas they help in providing high recognition and also authentication techniqug

for the defensive applications and the border agency applications.

The successful working of this photograph recognition system requires appropriate analyspghotdgeaph and to extract the features form
the photograph in an appropriate manner. If the extraction process is not appropriate then the technique that is usephizertmindividuals
will not be effective (SaAg/oong Lee and Raiz, S., 2013). Is pihdject photograph recognition system is designed and implementedjaging

platform. The photograph analysis technique that is used to analyse the facial features of the photdgjgmiidsemethod.

1.2 Problem Statement

With the increase in theethnology, multimedia data has become the main source for communicating the required information. The us
photographs to recognise a victim or a culprit has increased to a great extent. Hereot@tionprocess will be done only when the photograph
that is taken is compared with the photographs that are stored in the database. Such type of the recognition systenugp@sngpottance in
the real time applicationsf medical, health and immigratiorDespite of the availability of the large numbkthese recognition systems, there

is a lack of the appropriate one which is cost effective and fleAlbl&( Zakariya, S.M and Lone, M.A., 2011)
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In this project a photograph recognition system is designed in which the taken photographs are contpdrexomes stored in the database.

This application will be designed in such a way it is highly applicable for the medical, immigration and the polianapplicati

1.3Aim

The crucial aim of this project is to perform the photograph matching proceseaured and efficient manner with the helfcaferface method.

1.4 Objectives

The main objectives of this project are listed below:

Identify the mainmportance of thephotograph recognitiosystem and the advantages that are offered by this method.
Design the photograph recognition system thajplicable fothe medical, police and the immigration applications.
Design the Eigen face method to recognition the faces based on the presented photographs.

Implement the designed system with the help of jineasoftware.

o > 0N e

Test and evaluate the system to improve the quality of it.
1.5Methodology

Rapid application methodology is extensively used in this project. The use of this methodology helps in ctimppebiest in an effective

manner and also quickly by collecting the requirements, designing, implementing, testing and finally evaluating it.

Software:Java ©OracleForm 6i

1.6 Software Specifications Languagejava

DatabaseOracle 10G

Chapter 2 Literature Review

2.1Introduction
In the recent time the field of face recognition has gained intensive research with its application in the highly sttsuritytfie present world

there is a high need of security where government amgdions and the other business organizations need highly reliable techniques f
identifying the individuals in an accurate manner without causing any damage to the privacy rights of individuals acognismgethe
individuals in an effective mann&¥ith the help of the proper recognition system an appropriate solution can be provided for this issue. In
literature largenumber of techniques jgresent to implement an efficient face recognition system. These techniques come either under templ
matching methods or under feature matching methods. In the technique of feature matching the various features of theséaprarted and
the descriptive information will be obtained from them like the width and the height for these measures ratiestakiérband then will be
preserved in the server side database. These ratios taken for each person will be used to compare one individual tiehdtrerondividual.
Template matching is the category which is based on non segmentation. In thisdnesthry face will be considered in the form of two
dimensional arrays and comparison will be performed with that of the other kind of facialboag <t al, 2011)n some techniques the human
faces are considered in the form of points and ¢lg@idistnt distance is being calculated between these faBesne method$ike principle
component analysis, linediscriminateanalysis are being used to reduce the burden of recognition process and also without affecting the accu
of the recognition. Neuraletwork model is the other technique which comes under the existing methods of recognition. In this method

system will be provided with an image training set and the correct classification through which the neural network leitbheedgnize edc
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image in an appropriate manner. Deformable template is the method in which template development is take place for ideatfgitigular
regions that are crucial in the ima@iéanzawa, 20087 his template will be placed over the image and the teimpldl be deformed automatically

so as to fit to the required object.

In this project a recognition system is provided based on the photographs are images that are presented. The recogmittbatdggtrovided

in this project is based on a clientwer architecture where the main database will be present at the server and the actual image to be recognized

will be present at the client.

2.2 Existing Work
This section presents a clear view of the face recognition system which is the existing i®daothein the human recognition field. The various

image analysis methods that are present are described in this section (Boregowda, L.R; 2013).

Face Recognition System

Facial recognition system has become one of the commonly used biometric metidetttifg the human beings and to authenticate them. The
facial features of each human being will be different which has acted as the main idea in developing face recognitiohreysiérakrecognition
methods were using simple models of geometry tviwes not effective in producing the appropriate results. The facial features that are used
distinguished one individual with the other are the distance between the eyes, distance between nose and mouth etc;(Rbawjl, e first
face recognitiorsystem is developed in 1960 in which the administrator is required to locate the required features like eyes, mouth, noseg
ears. However with the huge developments in the technology, highly sophisticated face recognition systems are beingusnglopeth the
face recognition process can be done automatically. On the other hand these face recognition methods require the huntmbépergsnally

present at the recognition process.

Analysis of faces

For face recognition system it is requiredatdopt algorithms which can analyses the different facial features. In literature three main image

analysis techniques are present namely PCA (Principal Component Analysis), LDA (Linear Discriminate Analysis) and BBGM (ks
Matching).

The ommonly used image analysis method is PCA where Eigen faces are utilized. When this analysis method is used boththgesantple i
the actual image that is taken should be of the similar size. Initially the normalization process should carry oo¢ whessaind mouth of both
the images will be placed in a line. Using this technique the data dimension will be later reduced with the help of desaioompethod and
then the facial features will be represented in a highly efficient way with the hlelw dimensionsThis way of reducing the dimensions helps in
removing the unwanted data and forms the face structure into Eigen faees; image of the face will be stored as the weighted sum related tg

the Eigen faces in an array (S&kgng Lee, 2013). During the process of recognition or authentication the comparison between the images|

be done where the distance that is preseatieen the different feature vectors will be identified. In this technique it is highly required to preseft

the complete face at each time of the recognition process; otherwise it can result in inappropriate results.

Linear discriminate analysis is thetistacal method in which the samples related to unknown classes will be classified using the samples of ki
classes. This technique is mainly aimed in increasing the variance between two classes and in decreasing the variaraassitiiVimen the
facial data is of higher dimensions then this method face an issue of smaller sample size as the number of transmittitigasangpéesilable

will be less in comparison with the sample space dimensionality.

The third image analysis method is the etabtinch graph matching method which is completely based on the aspect that several non lin
characteristic are present with the facial images that are not dealt by linear analysis techniques. In this method @os$teugtiaph will be

done by identifing the visual cortex from the human faces. Graphics will be constructed based on different dimensions of the faees at 4
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different angles. These constructed graphics specified the distance between the eyes, distance between eyes and meelbgtadistamnose
and chin etc. This technique requires the utilization of appropriate landmark localization methods that can be obtaiited edrabined with
the other methods like PCA and LDA (3RmgVang, 2008).

Photograph Recognition Method
The systen model of photograph recognition model is presented in this section. This system consists of a user terminal and alsewer mh
which interact with each other to complete the recognition process. The user terminal will be accessed by the usersraed ¢besists of the
data base from which several photographers are stored. The photograph recognition method will be developed in thigipedjgehiof a web
based application. This application will be running on the user terminal. This appteati@ccept the user photograph that consists of images
for the process of recognition. Initially extraction of the image from the photograph will be done and this extractedilirbagegistered with
the database. Later a pass image will be set bysketerminal for the image that is stored in the database (Koike, H., 2006). This image whidh is
extracted from the photograph can be stored as it is or can be extracted from the photograph and can be stored. Lateesheofro

authentication and recogtion will take place after which a notification will be provided by the server to the terminal machine.

Image registration

Setting a pass-image

Authentication

Notification

Server

Mobile phone with
digital camera

Figurel Four steps involved in photograph recognition process (Koike, H., 2006)
The complete procedure including all the four steps involved in this photograph recognition process is shown in thar@bavéhgnotification

provided by the server, the matching score between the presented image and the image stored in the détbbagiven.

2.3 Multivariate Analysis
Multivariate analysis is regarded as the important filestatisticsthat is mainly aimed to study the various random systems having more than

D

=1

single random variable in it. Thisltivariateanalysis is a bealer area that offers several tools to solve large number of problems. In the proble

of face recognition different tools are present under thidtivariateanalysis. These tools g@eitao et al, 2009)

Nearestneighborclassifier
Principle component atsis
Liner discernment analysis

Probabilistic based principle component analysis

a > o n e
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1. nearestneighbour classifier

The nearest neighbour classifier is the communalised paradigm for the pattern recognition. In this paradigm the facesagmizgefrom the
images if the system know the faces accurately. In this method facial images will be considered as thehielttoositain gray level values
related to the different image pixels. The close relation between the vectors will be identified by measuring the Eistidearbdtween these
vectors. Even though this idea of nearest neighbour classifier is simplehies high cost of computation when the distance betweenrébtors
ishigh. This computational cost increases when the large number of training data sets is present. On the other hand tissgmestthpdffected
by even small variations presentfie transmittingand also in testing applicatiofi¢iswanathan, 2009The main reason for this is due to the use

of complete facial image instead of just extracting the features from it.

2. Principle component analysis

For the problem of face recognitipprinciple component analysis is a widely used solution and is commonly referred as Eigen faces. This m
takes the property of radiance that is present in training set so that the faces can be represented in a highly remaisifuheatbetter mamer.

All the vectors will not be placed in the training set but only those which linearly represent the training data anddhottmewbonstruction of
the images can be done or kept in the vectors. The vector consists of training set along witlectiercofEigenfaces. The image expansion
into training set is very optional where a minim level of Euclidian distance is guaranteed between the images. Thebbtgarifages is done

as theEigervectors related to the training set. A statisticérpretation will be present in thEigervectors as they specify tlsethogonalaccess
through which the main reasons of variability of the training set can be explaimegigenvalues related to thesEigenvectors consider the
cause of variabilitin eachEigenvector. TheEigenvectors which points to the correct variation of the changeaimingdata consist of higher
level ofEigenvalues when compared to that of tHeigenvectors that point to theunrelavantcauses. Using thedeigenfaces a compact

representation and the meaningful representation of the human faces will be repreg@msthowski, 2011)

3. Lineardiscriminateanalysis

Lineardiscriminateanalysis also varies the main criteria in obtaining the goals. Duringctioe projection into a very less dimensional space, the
images which are related to the same subject will be closer when compared to that of the images related to the diffeictat Shigj
mathematicaformulation that is used fdeigenvalues and th&genvectors is same dbat of the principle component analysis. In this method

two matricesare considered of which one is within class and the other one is between class metrics.

4. Probabilistic based principle component analysis

This analysis methocinds the principle component analysis method by specifying that the distribution of the vectors that specify the imag
based on multi variety Gaussian. For every Gaussian the estimation of the mean is done in the form of calculating thgemneatedrto the

data set of the particular subject. Tbenvergencenetriccan be estimated in an appropriate manner by using various images for every subj¢
To overcome this problem the sam@variancemetric can be used for @laussianf_ucas, 2010)Jncase of theEigerfaces the covariance metric

size is large where the complete data is not used for estimation but only the principle components are used for estnsatiagahce metrics.

2.4 Design goal of face recognition system
The main desiggoal in designing a recognition system for the photographs is to offer a human computer interface that is user frietsly and

effective in nature. Some of the main design goals that must be stratified by this recognition system are automatiomeattmess, real time

and modularizatiofJulia, 2013)
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1. Automatic Nature

The recognition system must have the capability to recognize the photographs that are presented to it and which aigion tfenterest for
the system. In case of identifying thepaopriate human face related to the presented photographs, this system should be able to present

results in an automatic manner.

2. Robustness

The recognition systems for the photographs will be mainly used in the applications either indoor or outdoor. In mappti€étiens the work
environment will be complex which requires the recognition system should be highly robust so that it ¢émeaslopoundings and can able to

recognize the photos that are present in it any condition.

3. Real Time

The recognition system that will be designed should be able to recognize the photographs in the real time applicatisnsuipase a proper

algoiithm along with a structured designee process must be adopted while designing and also implementing the recognition system.

4. Modularization

The recognition system must be able to work according to the design rules. Based on this feature the recogmititirasystl be designed and

implemented can be updated or expanded in a very easy manner.

2.5Photography recognition technology
The technology of photograph recognition system works in the following manner. Initially the registration of a spectfizibldgelone to this

system. For the registration the photography related to this subject are required and there must be more than one phoiogaaplsubject.
The presented photographs will be processed by the underlying algorithm to evaluatalibeaf the photographs, to identify the key landmarks
in the photograph like the position of the eye, position go the nose, distance between the eyes. The photograph wéllgyredetses depending
on the landmarks positions for the creation @iaonicalimage. Later the crucial biometric features will be extracted from this image for creatin
reference templates. In this reference template the information which the algorithm treats useful for identificatiorpreidreed and the size
of this template can be ranging from 100 bytes to nearly 5 kilo bytes. Based on the application type the capturing of the phott gxaptihsie

till the system fells that the reference template is formed with good qu@igphen, 2011)The main impediment fahe performance of an
efficient biometric system is the absence of poor quality control in this process of registering the photographs intgttigoresystem. Later
the live photographsrelated to the new subject will be captured and the same praogstep of above will be undertaken to precede a live
template for this new subject. In the process of matching the live template will be compared to that of the references tstoggdtin the
database where match score will be calculaféds match sare indicates the similarity degree that is present between the two photograpiss.
match score will not be understood easily to the end user and will be interpreted by the system to produce the endeiisedtraatch, not
match or probable matc{Sephen, 2011)

When the registration of the photographs is completed into the recognition system, the actual process of the photografitoneailftake
place. In the recognition mode, when a new subject comes into play it will claim as the seatific Tthe photographs of new subject will be
considered and will be compared with that of the client identify photograph. This comes under the verification processtirevgbnfidence
level of the subject that it has claimed will be identified. Beaaf identification the unknown subject will present its photographs without anyj

claiming. Photographs will be taken and then will be compared to all the records in the database. In this process t@enatitibs presented
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and the type of match wille given to the end user. This is a one too much comparison based application and also takes more amounts o

and resources. In this application the recognition system adopts the identification task in which the match score séihteel(B&elvio 2011)

2.6 Requirements of the recognition system
In the present day several recognition systems are present. The existing systems mainly concentrate either on computeasdestiaind on

the government based identity based applications. In theegifn related to computer security access to the specific resources will be controllg
to the process of identity verification of the photographs that are presented. The photograph inputs are taken whiclpemsiveeand are
required to be highly tolant in the variations in the quality of the images. The systems related to these applications work in the indoor lig
applications where human supervision will not be present. In case of the government based identify applications sexarantsquil be
present. The input images should be of high quality and with proper lighting. However the systems for these applicatiertesigsed to deal
with a large number of images and should work for very long period. The main requirement that ratisfibe by a recognition system for the

real time applications is given bel@Borkq Furht 2006)

1. Low Template Ageing

In most of the real time applications of the recognition system the photographs will be presented several times in argeaoutiralso be
some specific photographs only during particular time of the year. The recognition templates must be highly valid wiegateeageing

should be less.

2. Wider pose of photographs

Even though the biometric systems are greatly justified, tbgyire the use of the plain and clear background for the photographs. However, th
provision of the natural and the clear environment will not be possible at all the situations. Hence the recognition sysbenabie to provide

different variations irthe poise if the photographs.

3.  Support to the video

Not all the information for recognition can be obtained from images; it is also required to get some extra informati@anvbillone from

video. The recognition must be having the ability to suppert/ideo input along with the audio input. This video type of input will be highly usefg

for the high security based applications.

4. Less relevant facial features

The recognition logarithms that are utilised for the photograph recognition system are required to consider highly aelievéeatures when
compared to that of the less relevant facial features. The facial features between the eyes and the negteredda be highly relevant when

compared to that of the hair styles and the face hair.

5. Security

Security must become an integrate part of the recognition system as most of the recognition system that are designefbatbeisedurity
applicationsn which the identity of the individual will be verified. Based on this identity verification, privileges will be assignitbdity. This

makes security as an important part to be provided by this recognition system.
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6. Speed of processing

The processip speed of the recognition system must be very less. The time that is required for the recognition system to matchterith the s
database and to present the matching score must be veryltesase of the real time applications, this processing spemddshe very less so

that, there is no requirement for the photographs to be placed for a long duration.

7. Network support

The recognition system that will be designed should be able to be integrated with the other components that are presegivirahment.
This is possible only if appropriate network architecture is present for the recognition system. At the same time, tfeeistdtieae of this

application must be simpler in nature so that it can be easily integrated with the other saftwgpenentgLuigi, 2006)

8. Compatibility

The field of the recognition system is highly in the taste of flux. Every day several companies develop a large nuoritemsf faigthe
recognition of the photographs. Some of these developed algorithms cgorkieg properly and the other may not. The recognition system that

is designed must be highly compatible with the different recognition algorithms that are present in the today market.

9. Server side

The server is mainly responsible in authenitigathe user and also helps in actually recognising the identity based on the photographs that pre
presented. Initially at the side of the server the photograph database will be present. In this database, the differgraptsotall be stored in
the form of the templates. These stored photographs will be later utilised in order for recognising the actual identity of theBpsesbon the
requests of the client system, the server will respond. When the photograph is presented at the client forebe @iroecognising, it sends a
request to the server machine. In this server the presented photograph will be compared to those present in the databaker&\ib@ match
between the photographs, perfect match will be showme matching score is mainised to represent the type of match that is present between

the presented photograph and that of the stored photographs (Lone et al, 2011).

10. Client Side

The client of this photograph recognition system is mainly responsible in sendingragenequests to the server machine. If the recognition
process has to be performed then the actual photograph that must be recognised will be presented at the side of thechliemt Based on
the photograph presented, it sends a request to the gemvachine. At the server, the process of recognition takes place and the output will e
displayed to the client machine. Here the client interface is designed in such a way that is accepts the input phognagly affd presents
the matching score ian appropriate manner to the client. This matching score will also be interpreted and shibemuger understandable
format (Lone et al, 2011).

Chapter 3: Questionnaire

3. 10verview

Research plays a significant role in this thesis work as it is thesouagefor the collection of data related to the project. Through this research
both primary data and secondary data are collected. This chapter deals in specifying the detailgriofihyedata collection using the
questionnaire method. The complete questionnaire along with the response that is gained for this questionnaire from theesptepis

provided in this chapter.
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3.2 Questionnaire
The datecollectionmethod that is emplogd for this research is trguestionnaireThe reasoffor selectingthis questionnaire technique is it helps

in collecting the data quickly from a large group of people as similar questions will be asked to all the people. Qrhtredptieking the san
questions to all the people further makes the data analysis part easier. For conducting the questasaaipge of 20 peoplesglected so that
these sample people represents the overall population. Among the different ways of administering tioangies, in this research paper based
questionnaire is utilised. The questionnaire will be printed on a paper and will be them distributed to the 20 parti€ips@participants are
given time to fill the questionnaire. Before given the questioen#ieparticipantsare provided with a consent form (refer appendix A) in which
the participantsare informed aboutthe main purpose of the researeimdits objectives. In addition to it thearticipantswill also be ensured

about the confidentiality anthe integrity of the data that isollected from the participants.

Thequestionnairghat is prepared for the data collection in this research consists of two sections of which the first section deals \gitipdiéeno
information and thesecondsection deals with project information. In the demographic information section basic details are asked from
participantsso that they will feel comfortable in answering the next part of the questionnaire. In this second section project imfavih&igo
provided where the questions related to the main research topic will be presented. The complete questionnairedsitiotiraphiquestions
and the project related questions is given in the below section. The responses that are obtained for ¢éachfipueshe 20samplepeople are

also provided under each question. The results are presented in a graphical format so as to make it cleararmtbestaitglable

3.3 Questionnaire Questions
Demographic Information

1. Whatis your age?
a. Below 20
b. Betwee 20 and 30
c. Between 30 and 60
d. Above 60

15 participantsout of 20participantshave provided that their age is between 20 and 30. 3 of them aged between 30 and 60, 1 was below 20,

the other is above 60 years of old among the overall sample population.

2. What is your gender?
a. Male

b. Female

Based on the responses 12 people igentified as males and the reaming 8 are the female people.s€lextionof both male and female
participants for thejuestionnaireensures that different opinions cée gathered on the use of photo graphs recognition method for the medical,

police and the immigration applications.

3. What is your profession?
a. Student
b. Staff
c. Researcher
d. Business person
e. hiKSNAE oO6LJX SIasS aLISOATEOXXXXXX

54
Arab Journal for Scientific Publishing (AJSP) ISSN: 2663-5798

he

and


http://www.ajsp.net/

SASP

caalo)lpiull aprellalxoll

QDN g aad gl aand)
2021 — A — 2 : laa) G
ISSN: 2663-5798 www.ajsp.net

The sample isquestionedabout their professionin order to ensure thathe data is collected from thappropriatepeople who have some

knowledgeon the security and the recognition systems. Among the 20 people 12 are students, 5 are research people and the 3afther are

4. What is your stdy background?
a. Computer science.
b.  Networking.
c. Security.
d hGKSNI oLX SIasS aLISOATRUOXXXXXPO

Questioning on the study background of the participants helps in knowing the background of the participants sosththilityand the
reliabilityof these data canébaccessed. Out of the 20 sample people 15 are related to security, 3 are based on computer science and 2 are

on networking. All these people have certaiowledgeon security as their background studies also deal with certain security concepts.

5. Hawe you ever studied security?
a. Yes
b. No
c. The participants are asked if they hawediedsecurity so as to knowhetherthe data provided by these people is valid are not.
Fortunatelyall the 20 people answered yes specifying that they bdiedsecurity cocept in their studies.
Project Information

6. Are you aware of the secure recognition systems?
a. Yes

b. No (Pleasgo to question 10)

When the participants are questioned if they were aware of secure recognition systems, all the people have answerédhee20participants
have studied security in the past they wecenpletelyaware of secure recognition system which makesldr that the data collected from these

people will be highlyelevantDo you thinkf the photograph recognition systemféasible ancisoreliable?

a. Yes

No

The participants are asked regarding the feasibility and the reliability of photag@ggniton system,amongthe 20participantsl3 of them
have sta¢d yes and the 5 stated no whilee rest twohave not provided answer to ttguestion. From thenalysist can beknownthat the

majority of the people have found that the of photograpbognitionsystemisreliableand also feasible in nature.

7. Isphotograph recognition system economicalisein the defensive applications aatso inthe high security applications?
a. Yes
b. No

Here the participants arguestionedregardingthe cost effectie nature of photographiecognitionsystem for the defensive and security
applications. 15 of them answering yes and 5 of them answered no. Majority of the participants involved in the reseanchithehdesv that

the use of photograph recognition systernishighly economic for defensive applications and also for the security applications.

8. How much important it is to implement this a secured system for facial photograph recognition?
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a. Very important.
Important.
c. Slightly Important

Not Important

The importance ofmplementingthis photographrecognitionsystem for the faciglhotographids questioned to the participants. The responses
were bit different from ongoarticipantto the other participants as 5 of them said it is vierportant, 6 saidt is important, 5 said it is slightly

importanceand the other 4 said it is not important.

9. Which of the following is the bespplicablesoftwareto implementthis photograph based secure recognition system?
a. Java
b.  Microsoft visual studio .net
c. Matlab
d. hdiKSNJ 6ttSFHasS aLISOATeEUXXX

Questioning theparticipantsregarding the software is highly important to know #ppropriatesoftware for implementing this of photograph
recognitionsystem Among the various options provided javaafiwarethat is selectedy 10 people, 6 people selected visual studio .net, 2

selectedVATLARNd the other two specifieBhPas thesuitablesoftware for this project implementation.

10. Which of the following is the best database to be used?

a. Oracle
b. MySQL
c. Access.

d. Other (Pleasé LISOA T& 0 X X X

The participants were alspiestionedto know the best data base which can be used for this project. Majority of the peoplepiad@racle

and only Peoplehave selectedlySQlfor this question.

11. Which of the following is the best, usgefdly and easy functional interface?
a. Oracle.
b. Java.
c. Microsoft visual studio .net

d hdiKSNJI 6tftSFHasS aLISOATFeROXXX

Regarding the user friendly nature and the dasgtionalityinterface, the participants have selected the optio®aacle That is 11 people have

selected java is the best and the user friendly interfaseléctedMicrosoft visual studio .net as the user friendly and the rest selected oracle.
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3.3 Ethical Considerations
During the process of conducting theestionnaire ethicalconsiderationsre taken into account. Through thencernediorm, the participants

are made ensure that the collected data will be kept confidentialaaotymous The participation of theamplepopulation is considered as

voluntaryand can with draw fromarticipation at anymovementwhen required.

Chapter 4:Design of the system

4.1 0verview
Thephotographrecognition system is initially designed and then implemented in this project. Design is the stage in which the wogking d

different componentsof the photographrecognition system will be specified. The specification willope based on the UML language which

stands for UnifiedlodellingLanguage Along with the UMdiagramother diagrams are also given in tesignchapter.

4.2 Unified Modelling Language
UML is one of the commonly used modelling languagsgeoifythe design of the software system. In this project theazse diagramactivity

diagram and the class diagrams are used to explain the system design. Each user (police/medieaidimhmgspecifiedesponsibilities in this
system. These responsibilities are specified in the fotmsodctivity diagrarand the use case diagram. The class diagram includes the informatid

of the main classes along with their attributes which agpiired for theproper functioning of each user of the photograph recognition system.

Flowchart: Login screen

> [ LOG IN ] b
‘ Database Search ‘
User Found ‘\/’/ Mo Such User
- r
User Register
+
N
) New User
Wrong Password had Password Match
v
Main Screen

Figure2 Flowchart of Login screen

The working of the login screen of the final photogregtognitionsystem is specified in the above flow chart. This pag&sthe same for
administrator and the other users of the system. In the login screen, the user who has @gestdyedwith this system entershe username
and the password. Nodatabasesearchtakes place in which trentereddetailswill be comparedvith the details stored in thdatabase If there
is match between the entered details and ttered details, the user will be directeadwardsthe main screen of thgphotogramrecognition
systemIf no such user is found in tidatabasehen the user will be asked to register into this systeegistratiorus the step in which the new
user will enter all the required details atietsedetails will be stored in théatabase Finally afteregistraton, the user will be directed towards

the login screen. In this way the only the authorised users are allowed to access the system using proper validation controls
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Flow chart: Main Screen

Main Screen

( Immigration Screen } [ police Screen ] [Medical File cheen] [ Sub- Data Registration ] ( E-MAIL ] { Log out ]

—-[ Nationalty Registration

_.{ Type of Blood Registration
Receive E-malil
—.{ Place of Issue Passport Registration

> Job Title Registration ]
> Place of Work Registration ]

—.[ Place of Issue Visa Registration
_’[ Type of Visa Registration
_—( Place Entry Registration
_{ Hospital Name Registration

Figure3 Flow chart of Main Screen
Whenthe usersenter the valid username and passwoiitey will be directed tthe mainscreen that consistsf several sub sections and each

sub section is presented as a separate screen.

The system has the following screens:

U Immigration This screen will besed by the users related to the immigration department.

U Police This screen provides all the options required for the pdipartmentpeople.

U Medical The users related to the medical department utilize this screen for performing their regpéedions.

0  Subdata registration (lockip meny: This section is mainly used to collect the necessary information from the medical users like th
nationality, blood group, location of passport issue, job title, location of the work, location of tisswesdype of the visa and the entry
name.

U Email This is the section that can be commonly used by all the users to either send or receive the emails.

U Logout: This is theptionused by al the users and the administrators to exiptheographrecogniton system.
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User casdor the entire system

3 ping g A to be Used for Immigration ,Police and Medical Purposes
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/
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/
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/ . <
/ A
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/ -
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3 Y - Recewe E-Mal

/
/ \
Medical
Sub- Data- Registration

Figured use case diagram of the photograph recognition system
Theuse caseliagramof the photographrecognitionsystem that caibe used for the police, immigration and the medical people is shown above]
This use case diagram clearly specifies that the system consist of four main users namely admin, police user, medit¢héusenignation
user.Eachuser can perform certain futionalities that are indicated in the form of the ovals which are specified as the use Atidbs.users
are required to login into the system befgrerformingany further actions. In case of the admin, he can control the complete applicatiaisand
manage the system and users present in the photograph recognition system. Any néwedsealor police or immigration) will first register
and then login into this application. The immigration user after succégsfaluses immigratioscreenand @n sendfreceivethe emails. In the
same way, the police user after successful login uses police screen and caecgnethe emails. Similarly, the medical user after successful

ligninuses medicacreenand can sendfeceivethe emails. All thesscreens are controlleahdmanaged by the admin.
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Activity diagram: Police

Activity Diagram for police User

d
)

BNl =

Display Messages.

Saarch

Kaep it

Rernave recor

u

Figure5 activity diagram of the police
The activity diagram of the police indicates the different activities that can be performed byitiseuger After login, the police user can
access the policgcreen can send @nails,receivee-mails and can finally logout the application. Ingbécescreen, thisiser carenter hs
details or can update the exing detailsand canalsodelete the existingletails The police user msoallowed to search for the required
person using theearchoption that is provided in this sectioblsingthe send email option, the police user can send the emails and through

receiveemail option he can either keep th&ceivedmail or can delete that-eail.
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Activity diagram: medical

Activity Diagram for medical User

l

Dalete

! Canfarm

Upiate Recard '
Yes
Yes

Sand E-Mall

H
Yas

4.{ Display Regords

Remave record

é‘ t

Digplay Messages

Kaep It

Figure6 activities that can be performed by the medical user

The various activities that can be performed by the medical user phtitegraphrecognition systenare given in the above figure. Here

after the successful login, the medical user can accessédéalscreen, can send thereails,receivethe emails and can logoutn this

medical screen, themedicaluser can add any details, update the existing medécalrds,delete the exiting details and catsosearch for

the required users in a valid manneisingthe send email option, themedicalusercan send enails to the required people and through

recave e-mails, thee-mails can beeceivedwhich can either stored or deleted. Finally the medisats carogout the application.
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Immigration

Figure7 immigration user after entering the photograph recognition system successfully

The immigration user after entering the photograph recognition system successfully can use the immigration screen oetmaisend
receive email or the logout screen. Undiie immigratiorscreen the immigration user can add new details, can update the existing record
or delete the existing records. In addition to it, searching can also be done by this immigration user in a valid radditem lto it, this
immigratian user can send-mails or carreceivethe emails usinghe appropriate screens. Finally this user can exit the application usin

logout option.
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Entity Relationship Diagram: Police

Home Page (POLICE )

Police Screen

Entity Relationship Diagram

Laokup Direct Image

>

1D

Name

Nationality

Date of Birth

Sex

Height

Width

Marital Status
Passport No

Date of Issue Passport
Place of Issue Passpart
Expiry Date Passport
Jop Tite

Flace of Work

Type of Blood

Email Address

Tel No

Mobile Na

Fax No

Nole

Reason

—

D
Mame

Loakup Place of Issue Passpert |

Direct Image

Lookup Image Scanner

e}

Image Scanner

Lookup Nationality
D
Mame

Lagkup Sex

(]
Name

Loakup Marital Status

o

Lookup Type Blood

(&}
Nama

Figure8 Entity Relationship Diagram: Police

Mame

m Loakup Job Title
3]

Name

Loakup Place of Work

1D
Name

marital status, job title, place of work, type of blood and the place of passport issue as indicated in the above figure.
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The entity relationship diagram for the police entity is shown above. This police entity contains several attributesrithi@icarally specified in

the form ofrectangles. These attributeombineform the police entity. These attributes includiect image, image scanner, nationality, sex,
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Entity Relationship Diagram: Medical

Medical Screen

Entity Relationship Diagram

Lookup Diract Image

(=]
Direct Image

Lackup Image Scanner

Home Fags
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Mationality
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Flace of lssue Passpart
Expiry Date Passport
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Lockup Marital Status

D
e

(=]
rame

Lookup Place of Issue Passport

D
e

Place of Weork

Type of Blood
Email Address
Tel Mo

rMaobile Mo
Fax mo

Mare

Reason

| Lookup Medical File Lookup Fila Image

=] } [=]

Medical Mumber mage

Hospital Mame D
File Dare:

Naote

Figure9 entity reldionship diagram for the medical user

Loakup Job Tile

[¥]
MEme

Lookup Place of Work

5]
A

Lookup Typea of Blood

[&]
mame

The entity relationship diagram for the medical user is indicated in the above Tigamairentity of the medical user consisit several entities

like nationality, sex, marital status, job title, work place, blood type, nationality, direct image and the image scdirafilbies the other entity

to which several attributes are presdike file image and the hospital name.
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Entity Relationship model: Immigration

Immigration Screen
Entity Relationship Diagram

Lookup Visa Imape

p— 1]
isa Image Lookup Direct image
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Place Entry _J,_,L{
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FigurelOentity relationship model of the immigration user

The entity relationship model of the immigration user is indicated above. There are two main entities present in thianreddebme page of

the immigrationuser and the other one is the lookup visa. In case of the lookup visa, the different attributes that are related tacié afeviga

issue, place of entry and the visa type. For the immigration user the different @ntibésed are job title, blootype, workplace, passport issue

place maritalstatus sex, display image and others.
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Entity Relation Ship ModePrivileges
Privileges Screen
Entity Relationship Diagram
Users
<] User ld
User Name
DOB
Category
L Password
Privileges Confirm
User Id } Address
Program No Email
Screen No —— Programs Telephone
Privilege Query = User Lock
Privilege Insert Name User Lock Reason

Privilege Delete
Privilege Update
Privilege Print

Screens

Program No
Screen No
Screen Name
Description

Figurel1l entity relationship model for the privileges

In the above figure thentity relationshipmodelfor the privilegesscreen is specifie@hese privilegewill be assigned to the users based on the
programs. The users based on the assigmadlegescan access different screens having screen nagreennumber, descriptionand the
program number as shown in the above figure. amagingof theseprivilegesand the allotment of therivilegesto different users of the

photographrecognition system is done by thdministrator
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Entityrelationshp Model¢ Email Screen

Email Screen
Entity Relationship Diagram

Ermail

Sender

Recever

Title

Message
Message Date
Message Number

Users |
User Number ‘

User Name

Figurel2 entity relationship model for the email screen
In the abovefigure the entity relationship model for the email screen is given below. This email screen can be utilized by anyedseer rela
medical or police or the immigration department. Based on the user number and the user name they can send emails amdoeavetiie

emailswhenevermrequired.
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Flow chart of Eigen face recognition algorithm

Facial recognition mainly deals in discriminating the input signals which is the image data into various classes whaisarEyen though the
input signals aréighly noisy mainly caused due to lighting differences, different poses, yet these input signals have certain patténgsimccur!
them. These patterns which occur in all the input signals or in some input signals are termed as Eigen faces ectignitiaoe domain. These
Eigen faces which are generally termed as the principal components can be easily extracted from the original imageelytlofthieeh

mathematical too like principal component analysis. The face recognition algorithm tisgtdobaEigen faces is indicated in the below figure.

In this algorithm, the original images which are present in the form of the training set will be transformed into EiggtrHada the next step,

the weights for each image that is present inftitzéning set will be calculated and then will be preserved in the set W.

E=Eigenfaces (TrainingSet) D

L

W= Weights (E, TrainingSet) J

L

Input Unknown Image X D

N

Wx=Weight (E.X) D

N

D=avrage(distance(W,Wx) D
C Xis aface }Ygg | Mo 9( X is not a face D

C —— ) @

Y Y ¥ ¥

Figure13 Flow chart of Eigen face recognition algorithm

When an unknown image X is observed, the weight related to this unknown image will be calcdatezhawill be preserved in a vector
represented as W Later the vector \Wvill be compared with that of the other image weights for which certainly weights are present in tt]
training setW. The best way to perform this comparison is to consider each of the weight vectors in the form of a point preserade gnedsp
then the average distance that is present betwegm@id that of the weights present in the training set W. this distaaloeilated will be termed
as Euclidean distance. After calculating this Euclidean distance it will be verified if this average value is grehtestizd galuen. If this value

of the distance exceeds threshold value it indicates the weight vestéded to unknown image which\Wgis very far from that of the weights

related to the normal faces. In this situation the unknown image X will not be treated as the face. In case if this uiskomwaidXred to be a
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face then the weight vector of thunknown image YWvill be preserved for the sake of later classification. The optimal value of the threshold myst

be determined in an empirical manner.

4.3 Summary
Thedesignof the photograph recognition system is given in this chapter using the umifidéllinglanguagediagrams and also the entity

relationship models. In this desighapterit is specified that the photograph recognition system that will be implemeesistsof four users
which areadministrator police user, migration user and also the medical user. Each user will be provided with a specific screen and then cah send

and receive emails using this application.
Chapter 5: Implementation of the System

5.1 0verview
The development of photograph recognition system is done in this project which can be used by the immigratiopghieeplepartment and

also the medical people to recogninéividualbased on the photographs. Using the design,inff@ementationof this system is done with the

help of java platform. Theetails of this developed system gmesented in this chapter and also are also clearly explained.

5.2 Implementation Details
In the photograph recognition system that is implemented in this project capturing of the images will be done so astthproséadgnition.

The use of java platform is done for capturing the required images of the user. The interfacppfittationis also designed througthichthe
user can interact with the photograph recognition system ancoavidethe input details. The design and tdevelopmenbf this interfaceare
done in such a way that the interface looks professionabsuattractive to the users. With the help of oracle builder form the interface of this
photograph recognition system is developed. The images that are captured using java platform are required to be stateubseaadd later
they have to beetrievedwhen the reognition process takgdace For thispurposea database is used in this project which is oracle database
version 10g. The selection of these software tools, java, oracle hanidleracle database are done in order to overcomeamypatibilityissues

which can arise by selecting othecompatiblesoftware tools.

5.3 Models Present in the System
The photograph recognition system that is developed in this project consists of four main models and each module isspeedibyype of

user. These @ss along with theesponsibilitie®f these users are specified below.
1. Admin

The admin isesponsiblen controlling thecompleteapplication and also in controlling the other users who are present in this application. Tlpe
administratorgivesappropriateprivilegesand controls the application adding removing or updating the features. Tagministratorcan also

add or delete or update the users who are present in this application.
2. PoliceUser

The policeare a specific user who is requireditotially register into the application and then logingerformvarious othefunctionalities This
police can register new users, can search for the details axéstingusers and can also view tHetailsof other users that are been registered

by this use
3.  Medical User

This specific user is related to tmedicalfield and must first register and then login into the application. Even this user can register new usgrs,

search theexistingusers, update the details ekistingusers and view those details.

69

Arab Journal for Scientific Publishing (AJSP) ISSN: 2663-5798



http://www.ajsp.net/

PSP

eolollpillapellalaoll
Ol g aal gl aaad)
2021 — W — 2 : e
ISSN: 2663-5798 www.ajsp.net

4. Immigration User

Same as the police and the medical user even the immigration user is required to esgishem login into the application. The immigration

user can register otharsers;they update their details, view their deta@sd searchor their details.

5.4 Results Achieved
Login screen

LOGIN

User Name F

Password ’

Login l Cancel I

Y
&0 m

Face Recognition System

by Ahmad Alghamdi

Figurel4login page of all the four users
The login page of all the four users is given above. Valid useramatttee password are required to Enteringby these users to access the

photograph recognition system. These users are provided with the login details during the registration stage.
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n screen
% USER NAME:AHMAD ALGHAMDI - [The Main Screen] [BEE
@Besvcscreens Sub-data Registration E-Mail Powers Exit Help - X
welcome :AHMAD ALGHAMDI, log on as Administrator NenMaszagas
Read Messages

FACIAL RECOGNITION SYSTEM

Record: 1/1 <0SC> <DBG>

Figurel5Main page
After the user log in they can choose the dested NE Sy (KSe& | NB Ay ((GKS

where each user has only the authority to choose the screen that they are allowkddddition to this the users can also access the other

options like suldata registration, sending emails and powsvilegesvhich are indicated in the above screen.
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Police screen

0 USER NAME: AHMAD ALGHAMDI
FILE RECORD QUERY window

H¥F Ll

£8 Face Recognition
1 ’7
HName | Sex ‘ j
Nationality Type Of Elood

widkh |

Image Scanner

Direct Image

L

Date CF Birth | Height ‘

Passport Ko ,7 Place OF Issue ’7
Job Ttle ,7 |

#® Choose Camera

Place OF Wiork ,7 |

Email Address | @ Choose Image

Address |

Tel Mo Mobile Mo | Fax No |
New Search

freason _ IRl scon fce

<05C» <DBG>

Record: 1/1

Figurel6 police user has selected the police screen

'YRSNI GKS aol aA 0 &ONB SeeétedBel gilisezsgreeri dadthelsiderd abdve viiizbS displéyedaln this screen the polife
user can enter the details of a new user using the several input fields that are providednpingseds take the information provided and store
it in the databasenladdition to thenformationdirect image of the user will also be stored in the database. Here the process of image recogni§on

will be performed by the police user either by choosing the camera image or by choosing an image.
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Medical Screen

8 USER NAME: AHMAD Al GHAMDI
FILE RECORD GQUERY ‘Window

B¥ it

0 Medical File

Direct Image Image Scanner

Nationality Type Of Blood
Date OF Birth Height width
Passport No Place O Issue

‘@ Choose Image Choose Camera
Taking a Picture Scan Face New Search

Medical Number Hospital Name Address
Sican a Mew File Reed the File Download

Fecord: 141 <05C> |<DBG>

Figurel7 medical screen when selected by the medical user
The medicatcreen wherselected by thenedicaldza SNJ FNR Y GKS aok aA O & ONB S yhe inedikahfiled dr@wuser A Y]
can be added by this medical usgrentering the require details in the input boxes that are provided in the above screeselfttmnof the

imagecan be done either by taking the diréctageor through the image scanner. Based on this typdefnput image, face recognition will

take place.
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Immigrationscreen

| USER NAME: AHMAD ALGHAMDI
FILE RECORD QUERY ‘Window

BF 0 8

G

A Face Recognition

Direct Image Image Scanner

1d ’—
Name ‘ Sex | j
Nationality ’7 ’7 Type Of Blood ’_

Date Of irth | Height | width |

Passport No ’7 Place DF Issue |

Job Itle ‘

of =

r

X}

Place O Wurk‘ ‘

w

w

Email Address ‘

Y
'

Address ‘
" Choose Image  Choose Camera

TelNo Mobile No

Taking a Picture Scan Face ‘ New Search

Date Issue Place Issue Expiry Date Type Entru No Date Entry Place Entry

l_ o™

Record: 141 <05C> <DBG>

Figurel8immigration user after the successful login
The immigration user after the successful login selects the immigration $aeei K S
immigration user can add the details of the new immigration user and also caneaégictureseither through direct images or by scanning

@ .ONB S Y presaritd the2main page. Here the

them. This application hdke supportof the camera for taking images direably canalso usephotographs that are scanneadroughimage

scanner.
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Subdata registration

Thesub-data registation is the other option thais present in the main screen of the application andsisdto register (add) new data to the

following options which is known as look up system

Job Title

59 USER NAME:AHMAD ALGHAMDI [AEE
FILE RECORD GLERY Window

Hy BT » o mh 5

£ Job Title Registration

Fiecaid, 1/1 <05C> KDBG> | |

Figurel9 adding of the job title is done into the application
In the above screen, the adding of the job title is done into thécgtien for which the details of id and the natmeve to beentered.
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Place of issue passport

8 USER NAME: AHMAD ALGHAMDI

[BEIE
FIE RECORD GUERY Window

B BFX S« Gt

#8 |Place of Issue Passport Registration

[Record: 141 l<0st> DB | |

Figure20Place of issue passport

In the above screen, the adding of {ilace of passport issug done into the application for which the details of id and the naawe to be
entered.

Place or Wrk

A USER NAME: AHMAD ALGHAMDI
FILE RECORD QUERY ‘Window

BoEEXS» i

BEE

0 Place of Work Registration,

IRecord: 141 [<05C) 0BG | |
— =

Figure21the details of the place of work registration

Here the details of the place of work registration can be addduktapplication where the id and the name will be provided.
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Place of issue visa

#8 | USER NAME: AHMAD ALGHAMDI

FILE RECORD QUERY ‘Window
B EFEFXS» 4 8 &

1 Place of Issue Visa Registration

[Record: 171 <05C> <DEG> | |

Figure22 place in which the visa is issued

The details of the place in which the visa is issued will be entered into the application whewmnthéhiel name will be provided.

Type of visa

5 USER NAME:AHMAD ALGHAMDI
FLE RECORD QUERY Wincow
HoRFx9r o GMe

Fieced 171 [ DSEs (DB

Figure23Type of visa
The details of the type of visa are the entered into the application in the form of lookup and these detaiteraxin the form of id and

the name.
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Place Btry

8 USER NAME:AHMAD ALGHAMDI

FILE RECORD QUERY Window
HeBET O (Gl &

7 place Entry Registration

[Record 1/1 <0SE> <DBG> |

Figure24 Place Entry

The place of entry is the other field that is entered into the application by the user and the entering ofetladses donein the form of
the id and the name.

Hospital dme

8 USER NAME: AHMAD ALGHAMDI

FILE RECORD QUERY Wwindow
Hr LRFETS» « G &
Hospital Name Registration

]dh

Hospital Name l

Address I

[Record: 1/1 [<0SC> <DEG> |

Figure25 details of the hospital name and its address
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The details of the hospital name and its address are then entered into the application using the interface that is poxedéteee ID is also

entered along with théaospitalname and the address details.

Email screen

3 USER NAME:AHMAD ALGHAMDI
FILE RECORD QUERY Window

BrREFXE» RN %

1 MESSAGE

Fom i MessagelNo [~
L - ) — MessageDate [

Subject |

Message Test

[Recard: 1/1 [List DfVal_uzes <DSC> <DBG> |

Figure26 home page of the photograph recognition system
Among the several options available on the home page of the photograph recognition system, email is one optionuwtilisgtbyaall the users.
The screen that is used to send email from one user to the other user is shown above. Here the input related tecmndesubjectandthe

actual message must be entered before sending the message to the receiver.

551|USER NAME:AHMAD ALGHAMDI
FLE RECORD QUERY indow

B LFXR Y « Gt¥ &

5 MESSAGE READ

{Record: 1/1 I l<OSC> (<DBG> | |

Figure27 information about the messages
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The above screen shows timformationabout the messages that are received and the details of the message like subject, date, sender and

status of the message. Using the display buttemessage that is received canvivedby the main user of the photograph recognition system.

Power privileges Screen

1 User Name : AHMAD ALGHAMDI - [Create New User Screen | (SIS
FILE RECORD QUERY Window

B G #F

User Id User Name: '

Category i Address |
Telephone Email |

Password Confirm

UserLock [~ User Lack Reason |

Create new Users

Recard: 141 <0SC> <DBG>

Figure28 Power privileges Screen
Theadministratorof the photograph recognition system uses this poprérilegeoption for creating new users of the application and for
providingprivilegedor the newly created user. During the process of creating newseataldetailshaveto be entered like used, user

name, data of birth, address, telephone number and the password details.

T User Name : AHMAD ALGHAMDI - [Powers Screen | |!J

USER TD 1 UISER NAME AHVIAD ALGHAMDT

Powers
All Powers

Erogzem Mame Cesarption Search  ddd D

s s Prik
Bask: Sreens Trmbgrafion Screer|

D P Screen|

sk Screers

SUB-DATA REGISTRATION

S DATA REGISTRATION

SUB-DATA REGISTRATION Book IrFeFlace of Issus Passport Regetr

S8 DATA REGISTRATION o ¥l Fegeraten]

LURE SRRV &

LU SR T U U

d o
S OATA REGSTRATION e I

Recad 313 <OSC: (DEG:

Figure29the way in which the privileges are assigned
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Theabovescreen shows the way in which thevilegesare assigned to the users of thisoptigraph recognition system based on their user
id and their user nam@&.hetick in the box represents that the user is allowededormthat particular function in the respective program.

¢KS dzia SNJ a! KY SaBministralbiand Rehnee is pravatilinihSall the powers to access all firivilegesof the application

Chapter 6:SystemTesting

6.1 Overview
This section of the thesis explains about the working of the photogeapignitionsystem. The details of theput that mustbe provided, the

output that will be obtainederror messages which will be displayed are provided wittaipgopriatescreen shots in this chapter.

6.2 System Functioning
Immigration screen

9 USER NAME: AHMAD ALGHAMDI
FILE RECORD QUERY ‘Window

 Immigration Scr'

Nationality A Typeofiesd [ ’7
Date OFBirth | Height [ width |

PassportMo [ placeoflssue | ‘
Job Tte ,_ ‘

Place Ofwork [ ‘

Email Address |
Address [

TelNo | Maobile No

Sex |

Direct Image Image Scanner

 ChooseImage ¢ Choose Camera

Taking a Picture Scan Face New Search

VisaNo Date Issue Place Issue Expiry Date Type

Entru No

Date Entry

Place Entry

=

=
—
—

Record 171

<05C> <DBG>

Figure30insert new registration details

Byselectinghe button mentioned in the above image, the user will be abiesert new registration details.
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Insert details

#89|LUSER NAME: AHMAD ALGHAMDI

FILE RECORD QUERY Window

Hel ¥F

4 Immigration Screen

d 10019988771

100 1

1998877

Direct Image Image Scanner

=

Name

Nationality [ W Type OfBlood [ F+

)AHMF\D ABDULLAH ALGHAMDI

Sex [Miale

=]

~

7]

Date Of Birth '

PassportMo [ Place OFIssue ‘

Job Itle

Place Of work ’7 |

 a

Height ‘

width |

=
Frof

=

~

7]

Email address ‘

=

i

s

w

Address ‘

" choose Image " choose Camera

TelNo ‘

Mobile No

Taking a Picture

Scan Face | New Search

Y A A Y Y Y AV AV VAV YAV
AT B A A A T AT DT

Y AV Y YA I A VI Y VAV AV RV AVAVAYAYYiY

EEX

visa No

Date Issue

Place Issue

Expiry Date EntruNo

Date Entry

Place Entry

H B

=
—
—

& B

Record: 2/7

<0SC> [<DBG>

Figure31immigration user is trying to enter details of a new user

(24 o 5) Amsia(R
b0 yais

The immigration user is trying to enter details of a new user altierdields that are present in this immigration screen.

Look up menu

@

Name [

Nationality
Date Of Birth

PassportNo [ Place Of Issue ’7
L
Placeof work| ’7

Job Itle

T TYPE OF BLOGD

Direct Image Tmage Scanner

Find

Email Address|

o

+_ LTy | P

Address [

 choose Image  choose Camera

TelNo |

Mobile No

Taking a Picture

Sean Face | New Search

¥isaNo

Date Issue

Place Issue

Expiry Date Type Entru No

-
M
L

o

Choices in list: 3
Record 171

Enteruery

<0SC> <DBE>

Figure32 checking the button marked above

By checking the button marét@bove, the user can choose from a list that will appear instead of inputtingsaetailially for the nationality,

blood type and others.
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Image Rcognized

Face Recognizer

Image Scannet

Image & Choose Camera

|

‘ ‘ Taking a Picture Scan Face ‘ New Search

VisaNo Date Issue Place Issue Expiry Date Type EntruNo

g/

Recaid 141 <05C> <DBG>

Figure33face has been recognised by the camera

The face has been recognised by the camera, and thelickingthe above specifiebutton the image will beaptured

Detailsmatched

5 UISLR MAME A D LleX
FRE MOORD QUERY  window

HBFXaw«hN
0 brwnigration Screes

o A 9}'-...1

.

LU L ST T

'I.l||l1|v||1|

Paspurtie frmii

e Pemizt T bt BT e P

B Saax

a1

¥

|
|

Pocond 11 50 L4G>

Figure34 Details matched
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The captured image is compared with the scanned image as shown above. Astiaéchbgtween these two images, the visa details are being

displayed for the immigration user as shown abzareface

Face Recognizer

Tmage Scanner

Image & Choose Camera

‘ ‘ Taking a Picture Scan Face New Search

Visa No Date Issue Place Issue Expiry Date Type EntruNo Date Entry Place Entry

Record: 1/1 <0SC> DBG>

Figure35image will be scanned and stored in the database
2 KSy (GKS 2LJiA2y aOK22aS AYlF3AS¢ Aa asSt SOGSRxX GKS AYlowSabavd. t €

Browseexistingmages
b D - [=]
SELECT YOUR IMAGE
Lok in: [ £ savedFaces BN =]
Direct Image Image Scanner
o__
1Z
P
urkwon_i. PG -
s
Flenane: | Open 4£ i
Fies of type: [(7] ~ Cancel . —|
bt [ @ [ =
Place O Work ‘ — —
3 ]
Email Address =
4 —
Address [
* ChooseImage ¢ Choose Camera
TelNo [ Mobile No | FaxNo
Taking a Picture Scan Face ‘ New Search

Place Issue EntruNo

visaNo Date Issue Expiry Date

Type

Record 171 <0SC» <DBG>

Figure36 Browse existing images

The scanned image will be then selected from the various files present in the local computer using thegtrongses above.

DetailsMatched
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S LISLR ML A AD (3
FRE MOORD QUERY wirdow

HBFXaw«hN

D brwwigration Screes

“ 3007 e
100 YREREY

e A 9)’,&.-:

b BT e Pl

Fm o7 3 jm

Pacond 17

8

Figure37 Details Matched
Here in the above screen, imagehosen instead of capturing directly through camera. Even in this process there is match found in the recogrjition

process.

Error messaging

Diract Image Tmage Scanner

ame sen | |
Notionalty [~ ’7 Type Ofblood [ l_

Date of Birth | Height [ Width |

Passportte [ place0fTssue B

Job Itle [
Placeofwork |

Email Address [

Address ‘
@ ChooseImage ¢ Choose Camera

TelNo | Mobile No
Taking a Picture ScanFace New Search

YisaNo Date Issue Place Issue Expiry Date Type Entru No

Record 171 <O0SC» <DEG>

Figure38 Error messaging

The erromessagéias appeared ake captured face has not been found in the database
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Police screen

58 USER NAME:AHMAD ALGHAMDI FEX)
FILE RECORD QUERY Window
BT 79 R

8 police Screen

Direct Image Image Scanner

-

d 1001995&771

Name fmad Abdueh Alghadi Sex [Male |

I
N

Nationalty rfsmi Type Of Blood ’1_@}3»«—
Date OFBith pimat-isen | Helght [170 Width [70
Paspotllo Frie2s | paeofie [ @ pen
Tblte [i @] rudent
Place Of Work f r.lmversnty #® Choose Camera

S

Email Address behnad.a.a\ghamd\@hotmal.com © Choose Image

Address 12 Rayal Avenu, London W1 THE

TelNo. £3304940 Mabie o (7454513162 Faxfo 5773678

Taking a Picture Scan Face

Record: 1/1 <0SC> KDBG>

Figure39the police screen is displayed where the details are entered
Ly GKS +062@0S aONBSys G(GKS Lkt A0S aONBSYy A& RAALI I &S Roniskefedids and K
matchis found with the scanned image that is stored indatabaseBy using the marked function some notes can be added on the registere

person as it was not in the image below

8 USER NAME: AHMAD ALGHAMDI
FILE RECORD QUERY Window

IO RFRS» @l S
8 police Screen

Direct Image Image Scanner

R RER RN

i) 'W
Neme bmad Abdlah Alghendi Sex [male ~|
Nationaity rgﬁsmf Type OF Blood r}r
DaeOFBIN prwat-io) | Heoht fi70 k[0
Passpotho 776273 place Of lsue P—W
Job Itle h Ftuden:

REARRRREES

oYy
&

Placeofwork 2 @' niversky ® Choose Camera

Emai Address had.a.alghamdi@hatmal. com © Choose Image

Address 12 Royal Avenu , London Wi 1HE

Tells p3304940 MobleNo Fisserizz | Fext f7e7e

Taking a Picture

Record: 1/1 <> <DBG>

Figure40 various attributes related to the lookup table
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Thevariousattributesrelated to thelookup tablde 8 82 OAF SR A GK G(GKS ay2i38a¢ TFTASER A& aKzg

be selected instead of entering manually.
Medical screen

Details matched

584 USER NAME:AHMAD ALGHAMDI W EE
FILE RECORD QUERY ‘Window

HrlFXQ» « i«

Direct Image Image Scanner

o

feme so
Nationality i Type Of Blood ._
Date Of Birth Height wiaeh I
Passport No Place Of Issue i

IR T had . alghamdi@hotmail.com

Address 12 Royal Avenu , London W1 1HE
© Choose Image

TelNo 23304940 [T 7454613182 Fax No m
. Taking a Picture Scan Face New Search
10019988771

dica be ospital Name Add Data
111655627 1 eneral Hospital International 0/12{1016

f| ReedtheFile § Download

[Record: 141 <0SC> <DBG>

Figure41 Details matched
The same procedure works in case of the medical screen. Herinpfigmgall details either manually dnroughlookup tables, the matching

process is done by comparing the scanned image and the actual image that is storethiatthse In thiscomparisonprocess a match is being

identified. Inaddition to it, ty checking the above button the user will be able to scan a new medical file and the following screen will be sh

for scanner connection
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Scanning

<74 |USER NAME:AHMAD ALGHAMDI - [=%
FILE RECORD QUERY  Windor

7 L %S e G
+1 | Medical File Screen

HP Officejet 6700

Printer Setup & Sottware

I 10019988771
70|y e optons belowts add or changa pinar connsctions or sohware
Name APmad Abdullsh Alghamdl
Nationality E “ Connect a new printer
lick this link to connect a new printer o this computer uzing a USE cable or over a network
Date Of Birth STRIYNET Helgh
[——— m Pace Add more software
To install additional software, insert the CD that came with this printer or visit washp.com
-

e

place of work riversity
Email Address RESRNRIRR TR
Address 12 Royal Avenu , London W1

TelNo £3304540 Mabile |

Medical Number
111655627 0

|Record 111 [<0SC» [<DBG> |

Fgure42the aupporting screen to connect will be printer
The medical file that is related to this user carup®adedby scanning it. In the above screen the supporting screen to connect will bj

printer is given indicating that the scanning of the medilesik provided

Viewing medical file

£2111655627.TIF - IrfanView (Zoom: 502 x 649)
File Edit Image Options View Help

AR i CEEX (8@9 0QQenam =

dical File Screen

MEDICAL REPORT

.
Nationality . _ Type Of Blood . ’
Date OF Birth Height wiaeh I

Medical Number Hospital Name
7J) ficeneral Hospital International

PRecord: 171 <055 DG {5100 x 6600x 24 8PP 2/2 10%  6.33MB96.30MB  29/03/2015 10:21:26

Figure43scanned medical file of the new user

The scanned medical file of the new user can be seen by this medical user as indicated in the above screen.
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Download file

DOWNLOAD

ek @
Direct Image Image Scanner

D22 [=1d

(E)ACS_SYSTEM =

(E2AC5_SYSTEM_10g (=3

(Dahmad &0

(E)bedproject =

(800K =

b3 >

Fiensme:  [111655627.TIF Save
Save asype: (7] > Cancel

Email Address ;'. imad.a, alghamdi@hotmail.com

Address. 12 Royal Avenu, London W1 1HE
: © Choose Image ® Choose Camera

TelNo 123304940 454613182 Fast No m
s Taking a Picture Scan Face
10019938771

11655627 f

ospital Na dd Data
£ {lGeneral Hospital linternational 0/12/1016 Scan aNewFile || Reedthe File || Download

Record: 1/1 <0SC> <DBG>

7] start B Oracle Forms Bulder ... | f 2 Windows Explorer ~ ~ USER NAME:AHMAD ... T} Microsoft Word - Doc... 5 & L5

Figure44 scanned medical file can also be downloaded
This scanned medical file calsobe downloaded and the destination location of saving this file is indicated in the above screen.

Email screen

#8 USER NAME:AHMAD ALGHAMDI - [The Main Screen]
[ Basic Screens  Sub-data Registration E-Mail Powers Ext Help

welcome :AHMAD ALGHAMDI. log on as Administrator Nen|Meessass

Read Messages

d

FACIAL RECOGNITION SYSTEM

Record: 1/1 <0SC> <DBG>

Figure4d5 messages that are read can be identified

On the main screen, theumberof messages that are neamdthe number of messages that are read can be identified as highlighted abov
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Choosing receiver

Y [USER NAME: AHMAD ALGHAMDI
F .CORD dow

B RFEXE» &%
L‘ MESSAGE

Fiom Il Message No
To [t (B | [EHMAD ALGHANDI Message Date |

Subject

&

Message Text

Recod 171 [Uistof Values__ KOSC> <DBG> |

Figure46 Choosing receiver

The logged in user is sending an email to the newly created user by using the lookup list providegdervigreption. By checking the

221 dzZLJ tA&GZ Iff GKS aegaitBomQa dzaSNBRQ SYlLAfta ¢gAft 6S tAalGSH

Writingthe message

3 USER NAME:AHMAD ALGHAMDI

FILE RECORD QUERY Window
B BFRY» « G

4 MESSAGE

From [1 Message No ,1—
To Ji @ ’AHMAD ALGHAMDI Message Date l—'

Subject TEST

Message Te

[Record: 1/1 <DSC> KDBG> |
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Figure47 Writing the message

The actual message can be typed in the text box whiggtightedin the above screen.

#83 USER NAME: AHMAD ALGHAMDI - [The Main Screen]
BR) Basic Screens  Sub-data Registration E-Mail Powers Exit Help =

welcome :AHMAD ALGHAMDI. log on as Administrator Naw Mossagas

Read Messages

FACIAL RECOGNITION SYSTEM

Record: 171 [ <0SC> <DBG> |

Figure48newly created user has received an email
When this newlgreateduser hageceivedan email, then it will be immediately shown up in the main screen and the new message opti

will be incremented to 1 as indicated in the above screen.

Inbox shown

0 USER NAME: AHMAD ALGHAMDI
FILE RECORD QUERY ‘Window

HO BFXQ» oG

# MESSAGE READ

Sender Receiver  Message Status
BHMAD ALGHAMDI BHMAD ALGHAMI

Record: 1/1 <0SC> <DBG>

Figure49Inbox shown
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The inbox of the newly created ushowing the information of the newlgceivedemail is given in the above screen.

Reading the message

(DG

58 USER NAME:AHMAD ALGHAMDI
FILE RECORD QUERY indow

Hry BFXQr i

58 MESSAGE READ

Figure50 Reading the message
Byclickingz y (G KS @& RA & LI I Eeceiveivitibel displayed dkshoiwn ibtel-ahofe screen.

Number of(read/unread)email shown

8 USER NAME: AHMAD ALGHAMDI - [The Main Screen]
EB) Basic Screens  Sub-data Registration E-Mal Powers Exit Help

New Messages

welcome :AHMAD ALGHAMDI. log on as Administrator

Read Messages

FACIAL RECOGNITION SYSTEM

Record: 171 [ <0SC> kDBG> |

Figure51 Number of (read/unread) email shown

When the messags read immediately the values in the main screen will be changed where thenesshges arecreasedo 1andnew

message is decremented to 0.
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Viewing read messages

511 US R NAME:AHIMAD ALGHAMDI
FILE RECORD GQUERY  Window

o L R e e

1 MISSAGE RIAD [SE]

Record: 111 <O5C3 |<DBG>

Figure52 Viewing read messages

The read messages can be displeagain as shown in the above screen.

Admin screen

8 |User Name : AHMAD ALGHAMDI - [Create New User Screen ] [BEE
FILE RECORD QUERY Window

Hel ¥

User Id User Name [AHMAD ALGHAMDI Dob 21/05/1980

Calggnry‘ j Address ‘12 Rovyal Avenu , London W1 1HE
Administrator
Telephone Immigration Ervel )ahmaa.a.alghamai@hutmail.cum
Palice
————| Medical File
Password [* confirm [r
UserLock | UserLock Reason |

Create new Users

Record 4/4 <0SC> <DBG>

Figure53the admin is trying to open the account

In the admirscreen the admin is trying topenthe account of the newly created usertbat appropriateprivilegescan beassignedo him.
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3 Uses Marne | AFSAKD AL GHAND - [Prrwer

RS
R I 1 R wae | AHMAD ALGHANOR
Pwrers
Al Pawers
antire Decaion Sewh Al Cektn Lnma P
el a3
Tt T . v s 5w
=0 TR L v 5 5 o
| W @ A d o
I
D d
Fo5 s oE o=
Mow e R s
g
B 73 RS KO8

Figure54 admin is trying to assign privileges
Here, the admin is trying to assigrivilegego this newly created user by checking the appropriate check boxes.

6.3 Testing Search

1 ISER NAME: AFWAD. ALGHAND!

T
AR AR AN

M
M
e e b e A v v o |
e WWWW A
R
R

T
AR
e

i

R A A o]
PG e
P "‘w""”“ B
A A A

R 171 Erom . BSE: DG

Figure55the information of that searched user
After inputting the ID the system can find the desired details based on the IDd@aspdays all the information of that searched user.

® LISLR MAMI &) WAAD.
FRE MOORD GUERY window

H BF X am i

1 brwwigration Screes

a0 tvvesss
S e

Trpe it | @
Bunctmn i W o e

P O o 5‘5&»

S g

=

Figure56the details of the successfully searched
In the abovescreen thedetails of the successfully searched userdisplayedn a successfuhanner.

6.4 Comparison of Oracle with other databases
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In this project, during the implementation of the photographognition system the training set and the weights calculated for the images in the trainin
set will be stored in the Oracle database 10g. This oracle is a RDMS (Relational Database Management System) thaecerdiséainires like data
redactionfor improving the security level for the sensitive data, new technique to handle the database in order to archive théFAashiie, supporting

the data pump for the sake of the database consolidation, enhancement to the Oracle Application ekgessicis the web apps can be developed
through SQL, PL/SQL and also provision of the advanced network compression method for enhancing the performance. Abetwgemignacle and

the other databases which is specified below indicates that oratle redst suitable and effective database for this application.

Features Oracle MySQL SQL Server

Interface offered GUI, SQL SQL GUI and SQL

Support to the languages

Several languages like C, C++,

C #, Objective C, Java and Rub

Several languages lie C++, ang

C #, Objective C, Java and Ruby

Python, PHP, Java, VB.Net §
Ruby

Operating System

Window, HPRUX, Linux, OS

Windows, Solaris, FreeBSD, Of

Only Windows operating system

Solaris Linux
Licensing Proprietary Open source Proprietary
Builtin detection of database Yes Yes No
failure and the repair
Developer Microsoft Oracle Oracle
Active clustering Yes No No
Transparent nature of thq Yes Yes No

application scalability

Table 1: Shows comparative analysis

Based on the comparatiemalysis given in the above table, it can be said that Oracle is better than the other databases which made in thefghisction

database for this project.

6.5 Evaluation
Based on the experiments that | have done, the efficiency of the project developed is as following
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Effeciency

M Faces...
M incorrect..

Figure57 Evaluation
I have run the application that was developed26rimages where the faces were matched correcthBicases out 020 and2 were incorret at the first

attempt and thatis due to thdighting and the camera accuraehich makes the efficiency 9@%rrect .However, as thepplication has another way of

recognition which is matching images that have been saved on the system locally and the accuracy is 100% correct.

6.6 Summary

Thedetailof the photograph recognition system that is developed ingtufectis provided. The testing of the system is done and all the stages of runnin
the system are explained clearly in this section. The working @hthigration screen, policgcreen and the medical screen is mentioned clearly in this
section with appropriate screeshots

Chapter 7 Conclusion

7.1 Conclusion

In the present world there is a high need of security where government organizations and the other business organizhtimdynetiable techniques
for identifying the individuals in an accurate manner without causing any damage to the privaof ngtiveduals and alsa recognizing the individuals

in an effective manner. With the help of the proper recognition system an appropriate solution can be provided for.thidlesliterature largaumber

of techniques ipresent to implement an efficient face recognition systelowever, these methods use the human faces directly to recognise a matc
with the already stored images. In this project, the concept of the photograph recognition system is introduced whpue iherovided in the form of
photograph which is used in the recognition process.

In this photograph recognition system, initidliig registration of a specific subject will be done to this system. For the registration the photography relat
to this subject are required and there must be more than one photograph for each subject. The presented photographs will be pydbessederlying
algorithm to evaluate the quality of the photographs, to identify the key landmarks in the photograph liksitioa pd the eye, position go the nose,
distance between the eyes. The photograph will be future processes depending on the landmarks positions for the creationicélanage. Later the
crucial biometric features will be extracted from this imagecfeating reference templateShe underlying algorithm used in this photograph recognition
system is the Eigen face method in which the weights of the images are calculated and compared with the stored weight vector.

The design of this application are:tEigen face method is done using the unified modelling language so that it is suitable for the medical, immigratior]
the police applicationsn the photograph recognition system that is implemented in this project capturing of the images will Ise derte provide the
recognition. The use of java platform is done for capturing the required images of the user. The interface of the aigpdisatidesigned through which
the user can interact with the photograph recognition system and can privdeput details. The design and the development of this interface are dond
in such a way that the interface looks professional and also attractive to theofisggdical, immigration and police applicatiowéth the help of oracle
builder form the inteface of this photograph recognition system is developed. The images that are captured using java platform are reqsi@édo be
in a database and later they have tore&rievedwhen the recognition process takes place. For this purpose a datahessslim this project which is
oracle database version 10g. The selection of these software tools, java, oracle builder and oracle database are déoevemu®e angompatibility
issues which can arise by selecting otheompatiblesoftware tools
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